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Wireless Data:
The Considerations

Potential users of wireless data applications are looking for usable solutionsto
their data communications needs. If you're thinking of developing awireless
data application, you' [l need to also consider the hardware it runs on, the
network services required, and the sales channel through which you’ Il market
your product. Now isthe timeto start thinking in terms of total wireless solu-
tions and how your application might fit into them.

Motorolabelieves that wirel ess data applications should be simple—simple for
the end-user to use, simplefor the existing enterprise network to accommodate,
and simple for the application developer to develop.

End-users. Users shouldn’t have to do anything special, other than turning on
the radio and in some cases choosing the wireless option, to take advantage of

an application’ s wireless capabilities. In general, wireless operations should be
transparent to the user, although for some applications userswill want to be able
to select whether operations such asafiletransferswill be performed wirelessly
or using awireline connection.

Enterprise network. Ideally, wireless applications should be device-indepen-
dent, so that they can be run on all devices supported by the existing networks
without modification. Thisindependence will accommodate differencesin
users preferences and changesin market conditions and company strategies.
Wireless devices should ultimately appear to be just another node on enterprise
networks, expanding the range of solutions avail able to end-users and alowing
their needs to mature and expand, as illustrated in the following figure:
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Wireless communications as part of the existing network
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Application developer. Connectivity tools have reduced the need for applica-
tions devel opers to understand wirel ess integration and communication
protocol issues.

However, in order to develop efficient wireless applications, developers still
need to be aware of the basic nature of wireless networks and the effect that
lower bandwidth, higher cost structure, coverage availability, and network
congestion have on application performance and customer appeal. This docu-
ment addresses those issues particular to two-way wireless data
communications that the application developer will need to consider prior to
developing awireless application.

General Feasibility Considerations

If you're trying to determine whether to develop awireless data application, or
whether to adapt an existing application to be used wirelessly, you' Il need to
decide whether your application can transmit the required data wirelessly in a
cost-effective manner.

The following are some of the broad issues to consider.

So Why Would | Buy This?

With current technology, it appears to be more expensive to transmit data over
the radio waves than over awireline connection. So the first question to ask is,
why would an application user want to do it?
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General Feasibility Considerations 3

Wireless data transmissions can totally change the way an application is used.
It can change the way people work, and can enable new functions and services.
A developer needsto consider the benefits afforded by aparticular wirel essdata
application. Can those benefits be trand ated directly into profits or savings, for
example, more sales calls per day? Are the benefits more a matter of conve-
nience, such as enabling managers to stay in touch with their home offices, no
matter where they are?

Don't forget to consider the residual benefits. For example, a national security
company has installed a system that sends alarm notifications from Motorola
radio packet modems located at client sites over the wireless data network and
back to a central monitoring station. The primary benefit of the systemis
enhanced security; alarm notifications can be transmitted even when telephone
wires are cut. A residual benefit is cost savings; the company has discovered
that, because of the amount of datatransmitted, it’s actually cheaper to usewire-
less than wireline communications. For their supervised service, cals are
periodically made to the security panel to verify integrity. The company was
able to recoup installation costs in 36 months, just by switching from wireline
to wireless services to make these calls.

But the tremendous benefits offered by wireless data communications must be
weighed against the ongoing cost of network service. Consider how critical itis
that the mobile worker transmits dataimmediately. How often does the data
need to be transmitted? If it is only necessary to update a database at the end of
the day, perhaps wireless data transmissions would be difficult to justify.

Let'slook at awireless application that would help aranger at a golf course,
whose job is to quicken the pace of golfers around the course. The application
would be used to track the position of golfers on the course by placing mobile
devices with GPS capabilities on golf carts. The devices would send messages
back to the station every 15 minutes during a 12-hour day to indicate their loca-
tion. If 27 cartswere on the course at any given time and each message cost $.10
to send, it would cost around $130 a day to run the application. Since the data
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would not eliminate the job of the ranger, the benefits gained would not warrant
the cost of gathering the data and providing the equipment.

What'sit worth?
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To Connect or not to Connect

Data can be transmitted using either connected or connectionless (wireline or
wireless) communications. An example of connection-oriented communica
tions is the standard wireline telephone modem. When users dial into services
or access computers viawireline modems, they are establishing continuous
connections or “sessions.” While the connections last, users are billed for each
minute of “connect time,” just asthey are for voice calls. Thisis also true for
some wireless communication technol ogies, such as circuit-switched cellular.

However, with connectionless packet data communications, information is
transmitted as packets of data, which is similar to sending telegrams (data-
grams). Users pay for the amount of data (the number of packets) sent, rather
than for connect time.

Generally speaking, it is cheaper to send small bursts of messages using wire-
less packet data communications and to save the largefiletransfersfor wireline
connections. If you' re developing awireless application, you' [l need to opti-
mize applications for bursty transmissions and a narrow bandwidth. Consider
what data is time-sensitive to users when away from the office and send, or
allow usersto request, only that data.

Often users will want to be able to choose between wireless and wireline
communications. For example, they might want to choose whether to receive
e-mail using awired or wireless method, depending on the size of the message,
whether or not an attachment is included, and the availability of the networks.
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Device and Network Considerations 5

Members of a sales force might also choose to receive pricing updates wire-
lessly, whenever they occur, and then dial in, using awireline connection, at the
end of the day to download brochures or catal ogs.

Use wireless connections use wireline connections
for time-sensitive data . . . to get the rest.
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Device and Network Considerations

In awireless mobile environment, there are many aspects to consider in devel-
oping an effective design for awireless data application. These include the
characteristics of the device the application will reside on, the technology used
by the network that will transport the data, the battery life of the device, the
message routing functionality, and the level of security required, as described
in the following paragraphs.

Device Types

A mobile device usually consists of a computing unit together with a modem
that allowsit to send and receive data over the radio waves. The wireless
modem may be built into the device (internal modem), attached to the device
through the communications port (external modem), or may reside on a stan-
dard PCMCIA card. The types of devices available for wireless
communications are described in greater detail in the document “ Wireless
Data: The Choices.”

When devel oping an application for wireless data communications, it isimpor-
tant to consider the capabilities of the mobile device on which the application
will reside:
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¢ Isthe device capable of sending aswell asreceiving data?

* Isinteroperability aconcern? Connection-oriented wireless modems such as
cellular modems are best for the transfer of largefiles, for online services, e-
mail with attachments, and faxes because they can connect to any other
modem, at any number, with no changes required at the other end.

¢ Doesthe application have a user interface requiring a screen monitor on the
device? If so, how large a monitor?

» Does the application require computing power or does the user require
access to other applications that would necessitate a laptop computer (or its
equivalent)?

» Doesthe nature of the application require a device with along battery life?
For example, does the device need to be able to transmit all day?

» Arethere mobility requirements for the device?

Some devices have built-in application programming interfaces (APIs), third-
party APIsexist for others, while others require devel opers to work from
scratch, as described in “Middleware and Tools” on page 11.

Network Types

The networks that transmit the wireless data from one device to another differ
in the technology they use to transmit messages, in the range of compatible
devices and services offered, in the coverage provided, and in the amount they
chargeto use the network. Y ou can learn more about the different network tech-
nologies by reading the document entitled Wireless Data: The Choices.

When developing awireless application, it'simportant to consider the charac-
teristics of the network that will be used:

* What isthe coverage ar ea of the network?

Users have different geographical coverage needs, which can be satisfied by
different network technologies. For example, wireless LANs have been
deployed to provide coverage in the major metropolitan areas while satellite
networks can provide global coverage.

Developers need to consider how to handle out-of-coverage situationsin
their applications. For example, a point of sale terminal needs to be able to
take money even if the network isdown. Also, if userswill change from one
service provider to another as they roam from one areato another, asistrue
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Device and Network Considerations 7

for the regional cellular companies providing CDPD services, then develop-
ers need to consider how to handle any delays that might resullt.

* What isthetransmission speed of the network?

This can vary from 512 - 1200 bps (bits per second) for paging networks, to
2400 - 28.8 kbps (kilo bits per second) for wireline transmissions, to 4800 -
19.2 kbps for two-way wide area packet data networks, to 1 Mbs (Mega bits
per second) or higher for wirelessLANSs. The actual throughput islower than
indicated by the transmission speed and is determined by the network load
and overhead. Developers need to take both the transmission speed and the
actual throughput into consideration when designing an application, as
described in “Design Considerations’ on page 10.

* What packet sizes are available on the network?

Wide area network technologies such as DataT AC and Mobitex send
messages in 240 or 512 byte packets. Messages larger than this size are
divided into multiple packets, which are then reassembled before they are
delivered to the application. For example, a 600-byte user message might
result in the delivery of two packets that are reassembled in the wireless
device. Each packet requires acknowledgment from the device, which takes
afew seconds to complete. The fewer packets in a message, the shorter the
delivery time. For multiple-packet messages, the host and wireless device
application must provide the segmentation and reconstruction functions.

« How much will it cost to transmit data over the network?

Using networks employing packet datatechnology is cheapest if you require
two-way capabilities with frequent transmissions and relatively small
amounts of data. Circuit-switched technology works poorly in these cases
because of the setup and disconnect timerequired for each session. If you are
creating an application to run on a packet data network, you' || need to design
your application to minimize the amount of datatransmitted, as described in
“Limitation of Data Transmitted” on page 11. Y ou also might want to bundle
your data or combine messages so that each packet carries as much data as
possible, to make the most of the basic packet charge.

* What type of communications do you require?

Using wide area wireless data networks, both solicited and unsolicited
communications are possible. Solicited communications means that the
server does not send datato the client until the client requestsit. Unsolicited
communications meansthat the client receives datawithout prior knowledge
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of the communication. Some services are solicited (database access) and
some are unsolicited (paging).

E-mail applications can be solicited, in amanner similar to postal service
mail, where the mail sitsin your mailbox until you fetch it. Or e-mail can be
unsolicited, in amanner similar to Federal Express, where the carrier comes
to your door and hands you the package. AT& T’ s PersonaLink Servicesis
an example of solicited e-mail, where mail waits for you to fetch it from a
guery box. RadioMail is an example of unsolicited e-mail, where mail
arrives at your device without you requesting it.

What protocols can be used on the network?

Networks require applications residing on both the mobile device and the
host computer to use protocolsto trandate information to and from the
network. Some protocols, such as the standard TCP/IP protocol used by the
Internet and by CDPD networks, might already be familiar to the devel oper.
Other protocals, such asthe standard context routing (SCR) protocol used by
DataTACU host applications or the MASC protocol used by Mobitex
networks, will most likely be new to the developer. In addition, protocols
address different levels of the OSI model and developers may choose to
write to different levels, depending on the API they use or their level of
expertise, as described in “Protocols’ on page 18.

Messaging Functionality

Thetype of messaging offered dependslargely on the networks, although some
networks provide arange of services. The developer determines which services
to use based on the requirements of the application and the costs involved.

When developing an application, consider the following questions regarding
messaging:

Can the messages be stored in the network until a person comes into cover-
age or turns on the radio?

Isinteractive data necessary?

Does the person on the receiving end of the information need to be notified
that a message is waiting?

Does everyone require two-way communications or can a two-way system
be mixed with a one-way system (paging for example)?

Should message flow be solicited or unsolicited?
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Device and Network Considerations 9

An unsolicited service requires that the wireless modem be powered contin-
uoudly. Sincethis severely limits battery life in some devices, strictly
unsolicited services might require users to carry spare batteries or power
adapters. Some services, such ase-mail, work best if both solicited and unso-
licited communications are supported, allowing the user the flexibility of
trading off responsiveness and battery life.

» Should message delivery be guaranteed?

Messaging can be one of two basic types. guaranteed delivery or best effort.
The guaranteed delivery scheme provides error detection and an automatic
retry request (ARQ) mechanism to confirm to the sender that all the parts of
amessage have been delivered, and in the proper order. The guarantee
reguires extra packets, extratime, and extra cost. The developer decides
what type of message delivery guarantee is required in the end-to-end
application.

Fixed Connection Options
There are three primary options for connecting a host to a network:

» Directly connect the customer’ s data system (host) to the network with a
high speed leased line (e.g. X.25).

» Connect to the network through agateway service provided by avalue added
reseller such as RadioMail or SprintNet.

e Use an RF connection.

The decision depends on volume and performance requirements. Y ou can start
with RF connection and then move up to other methods as necessary. If you use
an RF connection, you'll pay for packets going in both directions. If you use an
X.25 connection, packets sent and received by the client are the only ones
charged for.

Direct connection to the network is an appropriate choice if you are planning to
install and maintain your own host to provide any store-and-forward, intercon-
nect, information provision, or other processing service that your application
might need. Y ou might then be responsible for any billing to your customers,
depending on the arrangements you’ ve made with the network operator. Thisis
possibly the |east expensive method of obtaining network service, but it comes
with less direct services available.
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Battery Life

When designing applications for mobile use, battery life becomes an important
consideration. Battery life is affected by the device, by the network, and by the
design of the application. Developers will need to consider the amount of data
the user is going to transmit and whether the batteries will last or if it will be
possible to change batteries when necessary. Battery technology is changing
rapidly and every new device comes with better batteries.

The following modem power management options can be included in an appli-
cation to maximize battery life:

» PowerSavell or deep mode

* Inactivity time-out

» Radio on/off on user demand

» Radio on/off on application command

In addition to these specific power management options, you can increase
battery life by designing the application to reduce the amount of data transmit-
ted and the frequency at which data must be sent, as described in “Limitation of
Data Transmitted” on page 11. Data compression can significantly reduce traf-
fic volume, which improves device battery life and al so reduces network usage
costs. Y ou can also extend battery life by batching outbound data transmissions
to transmit less frequently.

Design Considerations

The radio channels available for use by wireless modems are narrow-band and
have limited information carrying capacity (bandwidth). Additional capacity
can be gained only by increasing the number of channels, improving the hard-
ware technology (such as network speeds), or by developing more efficient
applications. As an application devel oper, you can design your applications to
perform as effectively as possible within the constraints of the wireless
environment.

In awireless packet data network, where users are charged for each packet
rather than for time, this means maximizing the use of each packet. It isimpor-
tant to write applications that make the most out of each packet transmitted or
received. Thisrequires a different approach to writing applications. For exam-
ple, let's say an oil well is equipped with a monitoring device to monitor the
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Design Considerations 11

flow rate. If it needs to transmit thisinformation at regular intervals anyway, it
could just as well monitor the ambient temperature at the same time.

Middleware and Tools

Most wireless applications can be devel oped using one of a number of inter-
faces that insulate the application and its developer from wireless' toughest
oddities. These programs are commonly called middleware or toolkits. Some
tools are device or network specific, and you'll need to choose atool appropri-
ate for the environment you’ re devel oping for. Some tools can be used only for
the end-user device application or for the host application. Tools are provided
for different OSl levels and you'll also need to consider the level appropriate
for your application and level of expertise.

The Motorola AirMobilel] software development kit (SDK) is an example of

such atoolkit. It provides areliable transport interface aswell as an application-
level interface. AirMobilefor Lotus cc:Mail isan example of an end-user appli-
cation written using the AirMobile SDK. Many other middleware choicesexist.

We recommend strongly that you utilize awirelesstoolkit. The design issues
discussed in the following pages will serve as useful background information
evenif you’ re shielded from having to deal with theseissues by the middleware
you've chosen.

Limitation of Data Transmitted

In wireless solutions, you can’t send large amounts of data cheaply over the
radio waves and can’t display it easily on most mobile devices. In addition,
when you're out in thefield, the speed at which users can accessinformationis
as important as the speed at which users can process information.

These facts require a somewhat new approach to data-centric applications. In a
wireless environment, you can't increase speed and throughput by continually
adding bigger and faster linesto transport the data. Instead of the standard
approach, which provides the user with relatively large amounts of data and
withtoolsto navigatethroughit, the user issent only critical data, whichisoften
all that is needed when away from the office. Quantitatively, this amountsto
very little.

In order to send only the datadesired, apotentially large amount of raw datathat
auser has requested must be filtered to determine what parts of it are essential.

Wireless Data Communications: The Considerations



12

The data might also need to be manipulated and finally formatted before being
sent to the user. These tasks are best accomplished on the network component
that possesses the most computing power, usually the host server. The user is
able to harness the powerful resources of desktop and network computers to
find the data and the small form factor and mobility of the client deviceto view
it.

For example, auser regularly receives amap of Australiawith an updated
weather picture consisting of isobars with temperature gradings. It would be
expensiveto transmit thisgraphic wirelessly. However, the application could be
modified so that the map itself is stored on the wireless device. And it might
suffice to send only afew data points to indicate temperature gradings, or to
send only the data points that have changed since the last update.

You can transmit the entire or just representative
graphic. .. data.

¥

In another example, a dispatcher communicates wirelessly with field techni-
ciansregarding their location, availability, etc. Time could be saved and airtime
reduced if the client application used predefined acknowledgment messages
and the technician transmitted only codes identifying the messages, such as:

1= Call received, going now
2 = busy now

3 =going to lunch

4 = off duty

The host application would then expand the code and display the messageto the
dispatcher.
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Helpful Hints

The following are some specific suggestions for minimizing the amount of data
to be transmitted.

Application Level

K eep screens on the client devices, only filling them with datareceived from
the server.

Use tables matching codes to long descriptions so that only the codes need
to be sent over the air.

Send only data that has changed.

Don't use polling. The network automatically sendsinformation from clients
to their destined server. Servers can inquireif aclient isavailableif they
have been out of service for some length of time

When designing an application for wirel esstechnol ogy, don’t assumethat al
data sent to the client needs to be updated wirelessly and real-time. For
instance, updating salespeoples’ inventory files every night using awireless
modem makes sense and also enables them to have the latest product
number/product descriptionsin the field. Only transmit the product codes
wirelessly during the day, for inventory updates while at the customers
sites.

Use anintelligent agent at the server side to monitor a specific situation so
the client doesn’t have to continually poll the server.

Concatenate, or couple, messages wherever possible. For example, if adata-
base order procedure requires an inventory query, include the order in the
same message. An out-of-stock condition is reported, followed by an error
message for the order. But the total amount of RF traffic is reduced.

Transport Level

Optimize al datatransferred in order to gain maximum value from the pack-
etsyou are transmitting. Attempt to keep the size of messages under 2K
bytes.

Use compression techniques such asv.42bis, JPEG, and GIF at both the end
user and host ends whenever possible.

Limit chattiness. Attempt to accomplish as much as possible in each data
exchange.
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» Piggyback multiple stop-and-wait exchanges whenever possible. This
reduces delays and makes more efficient use of the shared channel.

* Don't ACK each packet, just enumerate the ones received correctly.
Retransmit only those not received correctly.

Challenges for Packet Data Networks

If you are developing an application for awireless packet data network, you'll
need to take several issues into account:

. Packet delay

» Packet sequencing, including dropped packets, duplicate packets, and pack-
ets out of order

e Mobility
» Network congestion
» Network latency

Packet Delay

Delaysin the time required for a data packet to travel across the network vary
depending on communications equipment on the path and the network load,
which isthe amount of datain the network at any given time. Some packets
might have to be delivered several times before they are received correctly.

Additional delays are encountered when the wireless deviceisin the process of
roaming from one cell on one radio channel to a cell on another radio channel.
If the cellsare controlled by the cell controller, the delay timeis quite short, but
can increase if the cells are controlled by different cell controllers on different
subnetworks.

Mobile applications must allow plenty of time for packets to arrive at their
destinations. For example, for a DataT AC 5000 network operating at full rated
capacity, the mean transit delay between a network host and awireless device
istypically up to four seconds.The application developer must be careful to
evaluate operational scenarios to accommodate the variable transit timein the
application design. Thisisthe most significant problem to be overcome by
application writers who are porting | P applications from a LAN or wireline
modem network to a packet data network.
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Packet Drops

When the network load becomes too great, some form of congestion control
may beinvoked. Packet drops are the most common type of congestion control
and can occur at many points along a data path. Even without congestion, noisy
lines and marginal radio coverage can cause packet drops.

M ost connection-oriented protocol s such as TCPinclude methods of recovering
from dropped packets; however, applications using datagram protocols such as
UDP need to implement their own recovery mechanisms.

Devel opers can employ recovery mechanisms such as stop-and-wait and slid-
ing-window. However, make sure the retry mechanisms have some kind of
exponentia backoff, where the first retry occurs after 30 seconds, the second
follows after an additional 60 seconds, and so on.

Duplicate Packets

Duplicate packets are typically introduced by pieces of the network that have a
re-transmission facility. For example, if the acknowledgment of apacket islost,
the sender of the packet will time out and resend the packet. The receiver will
acknowledge the second packet and forward the second packet, the duplicate,
on to the application. Thisis particularly troublesome when the packet contains
commands.

Duplicate packets

Send Packet

Start Timer
—
PR Packet Arrives
Acknowledgment - Acknowledgment

Not Received Should Be Sent

Timer Expires

Retransmit Packet
Start Timer

> Packet 1 >|————#=| > Packet 1 >—#

/ Duplicate Packet
Receive Arrives

Acknowledgment Acknowledgment
Should Be Sent
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Packets Out of Order

Packets can be placed out of order when the data path (and delay) changes due
to a cell hand-off, rerouting, an equipment failure, or arecovery which causes
aprimary/secondary switch. Specifically, packets can be received out of order
when the path changes from alonger delay path to a shorter delay path.

The simplest solution is to add packet sequence numbers, and applications can
be designed to ignore unexpected packets and to request retransmissions of
missing packets. Packets arriving out of order should be logged to determine
whether the problem resides in the network or in the application.

Packets out of order

Data Path for
Packet 2

Packet 2 Packet 1 —P Packet 1 Packet 2

N/

Data Path for
Packet 1

Mobility Issues

A wireless device can roam without restriction and can exit the network radio
frequency (RF) coverage area. When it isout of coverage, itisunableto receive
or successfully transmit messages, which causes unexpected delays in process-
ing or responses.

When a device is outside the coverage area, the applications are informed of
failed delivery. It istheir responsibility to take appropriate recovery action.
Devel opers should thoroughly design for and test exception handling for the
times when the client is out of range or off.

Wirel ess communi cations links can occasionally become suddenly unavailable.
Applications must always allow for this possibility and recover gracefully.
Error recovery routines should be thoroughly tested. Complex transactions
should, if possible, be broken into smaller ones. Applications such as point of
sales systems should be able to accept money even with the network tempo-
rarily unavailable.
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Network Congestion

Most applications have some kind of retry or error recovery mechanism, and if
these mechanisms are invoked, due to retransmits, the host has to do two or
three times the work of a normal transaction. The network might slow down,
and the application hasto allow for delay in the delivery of messages and
responses.

Network congestion

Applications can handle network congestion in the same way that they handle
packet delays. They can also prioritize control and status packets.

Network Latency

The amount of time it will take for adeviceto register with anetwork is
unknown and will vary depending on network coverage and |oad. Because of
this, an application should not begin sending packets immediately.

Security

For users transmitting data over public networks, security might be a concern.
Some security measures are provided by the network. For example, packet data
networks that divide datainto packets for routing by their nature provide some
data security. CDPD networks provide encryption for the data they transport.

Wireless data communications a so alows devel opers to incorporate custom-
ized, end-to-end security solutionsinto their applications. The level of security
implemented depends on the requirements for the application and the data.
These security techniques can range from the simple, such as CRC or check-
sum, to the sophisticated, such asdigital signatures and message authentication
codes.
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User Interface

Application developers are urged to remember the needs of the users. This
means knowing what the users need to know and when they need to know it.

Thefollowing list includes typical information that users want to know.
Consider using pop-up information boxes to provide status information at the
user’s request, without distracting from the application.

¢ In-range or out-of-range conditions

* Relative signa strength and/or channel quality

» Application delays resulting from communication failures

e Low battery conditions

« Positive confirmation of application and modem interaction

»  Work-in-progress feedback (for example, transmit notifications)
¢ PowerSave or sleep mode data (if it is at the user’s discretion)

« Device buffer-full condition

» Other fault conditions

» Radio on/off

Protocols

Developers need to consider the protocols available for the different wireless
networks. Some network technol ogies require specific protocols and others,
such as CDPD, allow avariety. The developer needs to examine the character-
istics of the available protocols and decide which is most appropriate.

Some protocals, such as TCP, use acknowledgment-oriented connections that
are very chatty and time out quickly. This means that the protocol has built-in
response dial ogs across the communications channel: Here's packet no. 50. |
acknowledge pack no. 50 and am echoing its contents. Here' s the acknowledg-
ment of your echo. Thistype of protocol provides delivery guarantees at a cost.
Consider reducing traffic across the network or using an alternative protocol,
such as UDP (user datagram protocol) which isn’t as chatty as TCP but also
doesn’'t guarantee delivery.
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In addition, devel opers need to consider the overhead involved in using a proto-
col. For example, let’ s say you are using the common TCP/IP protocol s to send
amessage. |Pisanetwork layer protocol which identifies the destination of the
packet, anywherein the world. It requires a minimum 20-byte message header.
TCPisatransport layer protocol that keeps track of how many packetsarein
the message. It also requires a minimum 20-byte message header. If you used
TCP/1P to send a one-byte message, you would be using 40 bytes of overhead
to send one byte. When designing an application that uses TCP/IP, it’ s impor-
tant to maximize the content sent in a single packet.

Although data communication applications are designed to appear smpleto the
user, severa layersof protocol sare required to enable computersto connect and
share data, as shown in the OSlI model. Y ou can use connectivity tools, as
described in “Middleware and Tools’” on page 11, at the transport layer, the
network layer, or the data-link layer of the OSI stack.

Wireless Data
OSI Model Protocol Stack

Application Layer

Application Program
Presentation Layer

Session Control Layer

Transport Control Layer Connectivity Tools

Network Control Layer

Data Link Layer Devices

Physical Link Layer Network

Which level of connectivity tool you choose, or which protocol level you write
to, depends on the particular requirements of your application and the expertise
of your development team. The Motorola AirMobile Software Devel opment
Kit, for example, providestwo application programming interfaces, performing
at the transport layer and the driver layer.

APIs operating at the transport level reorder packets in the proper sequence
before presenting them to the application. Developers can use APIsto writeto
the device level if the application will never be sending messages requiring
more than one packet.

Theroles of the protocols (TCF/IP, for example) in message routing can be
illustrated by an analogy. Let’s say a soccer team (the message) from Toronto
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has been selected at the last minute to play in achampionship match in Dallas.
All theteam membersgo to theairport, but only two can get on the plane headed
directly to Dallas (the packet isn’t big enough). A couple of other players are
routed through Los Angeles, and therest are routed through Denver. The coach
(TCP) waits at the Dallas airport (the | P address) to assemble and transport the
team to the stadium.

Knowing the tendency of the coach to fret, the assistant coach (an intelligent
agent) takes on the responsibility for checking off the players asthey arrive and
assures the coach that everything is proceeding as planned. The team travel
agent (ancther intelligent agent) is making sure all the players get on the plane
in Toronto. When the travel agent checks off the last departing player, he noti-
fies the assistant coach. However, the assistant notices that the goalie has not
arrived and notifies the travel agent, who is able to hunt down another goalie
and send him out.

Finally, the assistant tellsthe coach that all the membershave arrived. Together,
the assistant and the travel agent (the protocol satisfiers) were able to transport
all the players with only a couple of calls back and forth regarding the goalie.
The coach, who on his own would have been calling home after each arrival,
wondering where the rest were, never found out about the close call with the
goalie and was able to concentrate on the game strategy.

Toronto Airport Dallas Airport
o 0 0 [ (] (]
b\ A REEREERV IR A ||
Travel i Coach
Team JS Assistant
Agent Coach

Developers should, if possible, avoid wrapping protocols around protocols,
providing unnecessary layers of address information. This could happen, for
example, if an application transmitted TCP/IP messages within a closed
network such as ARDIS, using the SCR protocol at the data-link layer.
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Development Tools

Asdescribed in “Middleware and Tools” on page 11, we recommend that you
use atoolkit to develop your wireless application. Toolkit providers offer assis-
tance to developers that ranges from technical support over the telephoneto a
formalized developer’ s program. Consider the type of support provided when
you choose atoolkit.

A list of developer tools, including descriptions and contact information, is
available on the World Wide Web at the following address:

http://www.mot.com/wdg/

Network Operator Relationships

At some point during the development cycle, devel opers should also establish

arelationship with the network operator, such as ARDIS or RAM, that will be
used to transport the data. Their programs provide anumber of support services
to devel opers who wish to use their network. These services might include:

» Training on network functionality

» Consulting on application development
» Consulting on radio-specific issues

» Help with business development

» Application design review

» Certification or confidence testing

If service providers such as AT& T or RadioMail will be involved in handling
any of the data traffic from the application, they should also be contacted.

Development and Testing

During development, organizations typically uses dial-up connections to
networks instead of dedicated private lines. Alternatively, they can use awire-
less approach to connect equipment to the network, especially when a pilot
project is done with more than one type of wireless system. Once a customer
has committed to using a network operator and the number of potential users
has been defined, aleased line can be set up. Customers have the choice of
installing and managing this connection themselves or alowing the network
operator to manage it.
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Testing under various combinations of load, packet delay, and network reliabil-
ity is the most effective way to ensure that the application will work in alive
network. Network emulators can be used to accomplish this part of the devel-
opment process.

Plan to start small with your wireless project. Implement a pilot system first
with only one of the major users. Then, compare its success against the objec-
tives of the wireless project. If possible, use more than one type of wireless
system to support your pilot project. Network operators such as ARDIS operate
adevelopment and test host that is separate from the production host. Develop-
ers can use this host to test their application prior to public roll out.

Once adeveloper is ready to go live with an application, certification or confi-
dencetesting is usually performed by the network operator to ensure that a
developer’s application does not adversely affect the operation of the network.

Release

Once an application is released, the customer support structure should bein
place. The developer can proceed with sales and marketing strategies, which
might include bundling agreements with carriers or device vendors, and be
confident that the application will perform well in the wireless environment for
which it was designed.
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Developer Program Contacts

The wireless data communicationsindustry isstill in itsinfancy and many inter-
ested parties are committed to making it a success. Developer’ s programs are
availableto assist you in the wireless issues of application development and to
provide support once your application isin production.

Y our task will be easier if you take advantage of the available assistance. Here
are some contacts to get you started:

AirData Developers Program (a CDPD network service provider in the U.S.)
800-524-3388
http://www.airdata.com

Apple Programmers and Devel opers Association
800-282-2732
http://www.info.apple.com/dev/devel operservices.html

ARDIS Developer Program (a Motorola DataTAC network service provider in the
u.s)
800-57-ARDIS

Metrowerks (General Magic development environment):
800-377-5416
sales@metrowerks.com

Motorola AirComm Developer Program (a Motorola DataT AC network service
provider in Hong Kong)

852-2599-2865

e-mail: kai_chan@hongkong.super.net

RAM Developer Program (a Mobitex network service provider in the U.S.):
800-RAM-3210
developer@ram.com

Telstra (a Motorola DataTAC network service provider in Australia)
61 2 911 3153 from outside Australia, 800 633 785 from within Australia
e-mail: kpank@nentmdr1.telecom.com.au
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